Hpunosxenpe Ne2, I/Imbopmauuouﬂaﬂ naMsartka g 00yuarmHy ey AJSL pasMetenng ya
obHuMANL by x Hn’repner-pecypcax

CaMbIX  aKTHBHEX OTB30BaTe el Pynera. Mesxny TeM, noMuMo OTpOMHOro KOJIHYecTRa

BO3MOXHOCTe}, HHTEpHeT Hecer npobaemer, Drg lamMATKa nomxgg IIOMOYL Tefe Oe3omacyo
HaXOIIHTBCSI B certu,

KOMnb/omeprze 8UDYCH

KOMHLK)TepHmﬁ BHpyc -~ 310 PasHOBHHOCTY, KOMIbIOTEpHEIX Iporpamm,
OTIMYHTe ML HO 0CobeHHOCTEIo KOTOpo#t  smugercy CnocobHocTs PasMHOXeHMIO, R

AOonomue e K 3TOMY, BHpPYCEHI MOryr 0BpenuTy HIH HOMHOCTRED YHHHTO)KHTL BCe (baﬁnm u
HaHHbe, HOL(KOHTpOHbHLIC HO.UI;C%OBHTCJHO, OT HMewny KOTOporo Ob11a 3anyiuena 3

POrpamma, a agsuce HOBPENHTL My paxe YHHYTOMXHTE Oniepatmonnyio CHCTEMY CO Beepmp
baiinamy p Hexom. B 6osbmuncrpe Cllyyaen bacnpoctpansiorey BHDYyCHI yepey HHTEpHeT,

* Merogy; 3aLIHTE! OT BpeNoHOCHEX Iporpamm:
1.

axe Te aitzy, KOTOprle mpucnay TBOH 3Haxompri;, Jlyumme YTOUHH y gerq
OTHOpasan ny oy Tebe ux,

Cemu WI.Fy

» HE TexHonorMs, 3 BCEro jumy, Open, Mapka. Epe

651110 Jano ¢ HaMmekom Ha CTaHlIapT
«BBICOKay TOYHOCTEY,

BO3MOXHOCTRIO BhIXOga B HHTepreT, MHOrye 3Kcnep
Ficern ge SIBIISIIOTC § 6e3onacm>nwn.



B Poccun e OHH QJkauHomipyroT H O HHX yxe npommcano B 3axome, rpe puy
PA3RCNIOT HA Heckopko BUAOB — aHOHMMHBIE i e AHOHHMHBIE. Pasuuua g TOM, YTQ
AHOHHMHBIE - 370 Te, g KOTOPBIX pazpemaercy TIPOBOIUTS Onepanuy Ges HACHTHGHKAH YT
llob308aTe g, a p HEAHOHHMHBIX UNeHTHOUKaMY MONB30BaTENS ABNIMETCY obs3arensuof,

Taxxe caegyer Pa3MYaTh snexrponype brarke newpry (paBHEI TocynapeTaenypmm
BamOTaM) u anexTpoympe HeduaThEle nenrry (e papupr TOCymapcTBennbmM BamoTam).

OcHOBHEIE coBeTy; I1o 6e3omacuo; pabore ¢ SNCKTPOHHBIMK feHbrayy:

1. Tpussy x CaCTy MOOUIBHBIY TeneHoH. 310 campri YAOOOHLIH 1 OBICTPRIH crocof
BOCCTaHOBUTE AOCTYN K cuery, lpusazanmpis Tenedon NOMOKeT, ecny 3abynews
CBOM ILTaTewHbIi Hapoits wiwm 3aitnemy ga caifr ¢ HE3Haxomoro YCTpo#cTRa;

2. Henonpayis O/HOPa30BeIe maposy, [Toce nepexona ua YCHJIEHHYI0 aBTOPH3aHIO
Tebe yixe He Gyer YIPOXarth onacHocTs KP&XH Ui mepexnara IaTexHoro TapoJig;

3. BriGepu CTI0XKHBIH maposy, [Ipecrynuurean Oyner ue NpocTo yraaars CJTOKHBHT
apons. Hanexnpie naponu — arg 1apoiH, KOTopEIe COAEPKAT He Mepee § 3HAKOB y
BKJIOYAIOT B cefy CTPOYHBIC M Nponucypie OykBaI, UHGPE U HEeCKoILKO CHMBOIOB,
TaKue xax 3pak Aonnapa, dynra, BOCKTMUATe ML HELif 3hax H T, Hanpumep, $tROng!;:

4. He Broau CBOH JIHYHBIC nanuple ya canTax, KOTOpEIM He HoBepses.

exmponnas nouma

HOAYHEHHIO serTporHEY coodmenwuii, KOTOphIe  pacnpenenarorey B KOMIbIOTepHOH cory.
O6sryno JJICKTPOHHLI MOYTOBEIA gy BBRITTIS TuT CIeyrommmM 06pazom:

HMJ}Mr]OIIBBOBaT‘EJTH@@H'MH‘,L[OMEHEL Takxe KpoMe  nepemayp IPOCTOro  rexcra, y
BOIMOXHOCTS ITepenapary, hainpr.

HEPBLI B pe#THHre;

2. He ykaswsai » JAMYHOH noyte IRYREYIO nH(OpManmio, Hanpumep, Jyqure BeI6pary,

<<My31>u<am>m,n-?_djar-iarr_f@» HIH «pox2013» Bmecto «Temal3y;

3. Hcnonsayiz ABYX3Tallkyio ABTOpU3aimo, Do KOraa nomumo napoy HYXHO BBOauTE
KOX, npucetaemeii 110 SMS;

4. Bribepn CIOXHEBI 1apons. Jiyy Karagoro nourtoporg AllMKa nomxen Gpiry CBOI
HANSKHBIHA, yeToluuppit 1 B310My napons,;

BOBMO)KHOCTB;

6. Henomayi HECKONBKO nouToBLIX AUIEKOB. IlepBriyt gyg 1aCTHOH mepemmcky

allpecatamy, KOTOPbIM  Tg; AOBepsens, Do ICKTPOHHLI anpec He Hapy
HCTIONB30BaTE UPH perncrpanuy ga dopymax » cairax;



obesonacup ce6s o1 3axauxy BHDYCa Ha TBOE yCTpoiteTso;
3. Mlpu ucnonssopanmy Wi-Fi otkmoun bynkumo «O6mui AOCTYN K daitnam y
fputepam». Jlansas  ¢ynxims SAKPRITA 110 YMOIYAaHHIO, OAHAKO HEKOTOpEle

BLIXONa B COUMANBHEIE CETH UK B 3NEKTPOHHYIO [IOYTY;

5. Hnomesyit tompko SalIMINCHHOE COEMHHEHHe uepes HTTPS, a ge HTTP, te. npu
Habope Be6-anpeca BBOAH uUMeHHO «https://»;

6. B moBmmrom Teredone  oTrmoun QyHKIHIO «Iomxmouenne g Wi-Fi

aBTOMaruyeckuy. He AOIIYyCKaH aBTOMATHYECKOrO LIOAKIIOYeHHS yoTpolicTpa k CETSIM
Wi-Fi 6e3 Toero coryacus.

&
Cayuanvivie cemy

pasMerneHnas umu B COIMANTbHBIX CCTAX, MOYMceT ObiTh HaHeHa u HCIIONBE30BAHA KeMm YronmHo, B
TOM 4HCIIE He 065133'1‘651)3}10 ¢ birarumu HaMEepeHHsIMY,

TBOCTO POXKACHHS 1 Jpyryro THYHYIO HH(OopMarmio. 3noymbienamKy MOTYT
HCIIOML30BaTE nake uudopManmio o TOM, KaK THl W TBOM pomurenn [IaHHpYyeTe
IPOBECTY KaHUKY b1

3. 3aummmaif croro PCIYTALHIO - 1epiH ee B unctore g 3anasai cebe Bonpoc: xoten Gy
Thl, 9T00BI Opyrue momesopateny BHIC/IH, UTO ThI 3arpyixaeims? Honymait, npesxae
HEM 4T0-TO ony6iuKoBaTE, HanMCaTy H 3aIpy3uTs;

4. Ecnu a1 TOBODHIIE ¢ NIOABMHE, KOTOPEX He SHACWIb, HE MCIOJB3YH CBOe peansroe
HMA U IpYyryio muumyio UHDOPMALKY: UM, Mecro KUTEILCTBA, MECTO y4uebnl g

5. Usberait basmewenus gortorpaduit p Unreprere, rue 1i; H300paxen Ha MECTHOCTH,
110 KOTOPOH MOXHO onpenenuTs TBOE MecTononoKeHNE;

7. Hns CONHANBHON CeTH, NOYTL g APYTHX CaliToR HeoOX oMo HCITOB30BaTh pasHile
napony. Torna ecnyu TedS BITOMArOT TO 3J0yYMBIIIIE
K OLHOMY MmecTy, a He ro Bce cpasy,

Dnexmponnvie denpay

INeKTpoHHEkIe ACHBI'H ~— 3T0 oyeqy YHOOHEN crioco6
MOIICHHUKH, KOTOpbIe XOTST TIOJIYIHTE 3TH JeHpry,

ILnaTexen, oxnako CylecTByoT
OnekTponnse ACHETH NOSBUILACH CoBcenm HEINABHO H myM

CHHO u3-33 3TOT0 BO MHOTHX
rocyaapcmax A0 CHx IIop He IIpOIIHCaHo PO HUX B 3aKonax.



Kubepbyniunz yny, SUPMYaibHoe uzdesamenvcmgo

Kubepbymmuar Opecaenoranue coofmenusmuy, COnepKAIMY OCKOpGnenus,

anCCCHIO, BaH}’THBaHHC; X}'JIHF&HCTBO; COUHaNTLEHOE GOﬁKOTHpOBaHHe C IIOMOIIB basnuynprx
I/IHTepHCT*C(ipBHCOB.

. He 6pocaitcy 5 Goit. JTyuimuy Criocof: lIoCoBeTORaTHCY Kak ceOs BecTH H, ecmn HeT

KOHQUIHKT;
2. Vupasnsi CBOeit KHGeppenyTauHeﬁ;
3. AHomEMEOCTE B CeTH MHHMas. Cymectsyror CNOcobhbl BhISCHATE, KTO cTour 3a

4. He crout secy XYTHTaHCKUE 06pas BHUPTYaNbHON u3py Wnrepner $ukcupyer pee
= TBOM HeHCTBuUS 1 COXPARAET uX. VY nanurp pux Oynmet xpatige 3aTPYAHUTENBHO

5. Cobmonag CBOH BHPTYaNnbHy0 yecrs cMonoay

6 Hruopupyii CAHHHYHBIE  Heraryg, Onxopazosge OCKOpOHTE TEHpLE Coobenny

8. Ecam  1x CBHOETEN) KiHOepOy ranra, Tson  neficrpug: BRICTYNHTE  nporyp
fIpecienoBarens, nokasary MY, 4T0 ero gejtcraug OLCHHBAIOTCY Heraruego,

TORnepxate xepray, KOTOPOH  HyxHa euxonorugeckay oMo,  coobupry,
B3POCIEIM 0 haxre ArPCCCHBHOIO NoBeneryy 5 CeTH.

MoGunpry; menepon

CoBpemenngie CMapTorEr g IWIAHINETE  conepskar cebe  Brosge B3DOC/IbIH}
dynknwmonan, y TeIepL oHu Moryr KOHKYpHpORa
Onnaxo, cpencry SAUIHTBI I 1011061 b1x YCTPOHCTB moka oyeny, Mano. Tectruposanye 1 oK

YA3BAMOCTEH B Hyx IPOHCXOMUT He Tax HHTCHCHBHO, Kak ajg [TK
MOOHIIBHBIX [Ipunoxenui.

3aHIHHI€HHOCTb.

HEUIGKO HeE Bce HpOH3BO,ZII/ITCJIH BBITI

YCKAOT 06HOBIEH S, 3aKpLIBArOIHe KPHTHYeCcKue
YAIBUMOCTH 17151 CRopx YCTpoiicrs,

1. Huvero me ABJIsgeTCH H0-HacTosMmemy Becnatup, Byns OCTOpoxeH, Bepp Korja

» B HEM MOryTr 6pi7g CKPBITHI Kakye-ro
[ImaTHge yCJI}"TH;

2. Hymaii, UPEXAE YeM ormpanpry, SMS, boto uay BUJ
Oyayr B KOHEYHOM HTOore?

HeoBxonumo 06HOBISIT OnepauxoHyyio CHCTeMY TBoero ™apthona;
4. Henonssyis @HTHBUPYCHEle Uporpammer as MOOHUITEHEIK TenegoHos;

N



S. He sarpy»a¥ npuaoKeHus: 0T HEM3BECTHOIO UCTOYHHKE, Beb OHH MOTYT COAEPIKAThH
BpeIOHOCHOE ITporpaMMEoe obecTieueHue;

6. Tlocme Toro kax THl BeIJELIs ¢ caliTa, Tie BBOAWI JIHUHYIO MHGOpMAHIO, 3aii1y B
HacTpo¥ku Bpaysepa U yrany cookies;

7. Tlepromu4decky mpoBepsii Kakue IUTaTHBIE YCIYTH aKTHBMPOBAHB! HA TBOEM HOMEDE;

8. Jasadt cso¥ nomep MoBunbHOro TeneoHa TOMLKO JIOAAM, KOTOPBIX ThHI 3HAEUbL U
KOMY JOBEpPSICIUB,

9. Bluetooth momxen ObITb BBIKJIIOUYEH, KOFHa Thl MM He Mojb3yemibes. He 3abnipait
HHOT 14 IIpOBepﬂTI) 3TO.

Online uepwi

CoBpeMeHHbIE OHJAKH-UIPBI — 0OTO KpacO4YHBIE, 3axBATHIBAIOIIME pa3BIICYEHHS,
0OBENMHSAIONIAE COTHH THICHY YeNOBEK 1o BceMy Mupy. Vrpoku ucenemyroT DaHHBIR MM MHD,
obaloTest APYT ¢ APYIOM, BBINONHSIOT 3aJaHNs, CPAKAIOTCS C MOHCTPAMH ¥ HONYYAKOT OIIbIT.

3a YAOBOJABCTBAC OHU IUIATAT. ITOKYIIai0T AMCK, OIINIaYUBaroT aboHEMEHT WM npno6peTa}0T
KaXue-To ONUHH.

Bce st cpenctsBa HAYT Ha INOANEPKAHHE MW Pa3sBHTHE HIPHL, a4 TaKXKe Ha CaMy
0€e30MaCHOCTh: COBEPIUEHCTBYIOTCS CHCTEMB! aBTOPH3AlWM, BBITYCKAIOTCS HOBBIE MNATYH
(undpoBble 3anIaTKy I IPOTPAMM), 3aKPHIBAIOTCH YSI3BUMOCTH CEPBEPOB.

B 1'101106%1}( urpax CTOWT OonacarhCsg HE CTOBKO CBOUX COMEPHUKOB, CKOJIBKO Kpaxxu
TBOErO N1apOJisi, Ha KOTOPOM OCHOBAaHa CHCTEMa aBTOPH3aLMK GOMLIIMHCTRA HIP.

OcHOBHBIE COBETEI O HE30IaCHOCTH TBOEI'O UTPOBOTO AKKAYHTA:

1. Ecnn apyro# urpok seziet cebs muoxo wix co3gaet Tebe HeNpUATHOCTH, 3a610KHpy#
€ro B CITUCKE HIPOKOB;

2. Tloxanyiics anMHHHCTPAaTOpaM HIpHl Ha [UIOXOE [OBEACHHE 9ITOTO HIPOKa,
KEJIATeNILHO [IPUIOKUTE KAKHe-TO JOKa3aTelbCTRa B BHIE CKPHHOB,

He ykazpBait 1uunyio uHbopMannio B npodaiiie urper,

Vaxal IpyruxX y4aCTHHUKOB IO HIPE;

He ycranasnupait HeoQuuyanbHbIe NATUYH 1 MOABL,

HMcrone3yit ci10%HbIe U pasHbIE TAPOJIH;

Haxe BO BpeMsa WIPHI HE CTOWT OTKIIOYAThH aHTUBUPYC. [1oka THI WTpaemis, TBOM
KOMIIBIOTED MOT'YT 3apasuTh.

N o

Duwune unu Kpajea AUHHbLX OQHHbIX

OOEI4HOH Kpaxe# [eHer M HOKYMEHTOB CErOAHSA yXe HHKOTO He YAMBHID, HO ¢
Pa3sBUTHEM  MHTEPHET-TEXHOJIOTMH  3JOYMBILUICHHHKHA IIEPEMECTHIMCH B

HHTEPHET, U
HPOAOJDKAIOT 3aHUMATBCH «ITIOOHMBIMY JEJIOM.

Tax nosBunack, HoBas yrposa: HHTCPHCT-MOUIEHHUYECTBA HIIH (DHU.IHHT, riiapHas leisb
KOTOpPOTO COCTOMUT B IOJYYEHUH KOH(I)I/IJIGHHHEUIBHBIX NaHHBIX NONL30BaTeNefl — JIOrMHOB H

naporneit. Ha anrimiickom sssike phishing untaercs kax Quumnr (ot fishing — pri6aas TOBIA,
password — rapons).

OcHosHble coBeThI 110 Gopbbe ¢ PUIHHTOM:

1. Cnenn 3a cBomM axxayntoM. Eciw Thl NOR03pEeBacHib, YTO TBOS aHKETa ObiIa

B3JIOMAHA, TO HEOOXOAMMO 3abI0KMpOBAaTh ee H COOBIIMTH aIMHHHUCTpaTOpam
pecypca 06 3TOM KaK MOXKHO CKopee,



2. Hcenmonmeayit  6esonacuse BeO-caiiTel, B  ToMm YHCJIE, HHTEPHET-MarasuHOB W
NIOMCKOBBIX CHCTEM)

3. Hcnonssyit cnosxubie u pasueie naponu. TakuM o6pasom, ey Tefs B3JIOMAIOT, TO
3JIOYMBIIUIEHHUKH 1IOY4YaT MOCTYI TOIBKO K OLNHOMY TBOEMY NPOQHIIO B CeTH, a He
KO BCEM;

4. Ecan tebsx B3JIOM@IH. TO Heobxoammo IpeAyNpenuTh BCEX CBOMX 3HAKOMBIX,

KkoToprle gobapiens y Te6s b APY3BAX, O TOM, YTO TeBs B3NOMAH H, BO3SMOXHO, OT

TBOCrO HMEHH DYNIeT PACCHLIATLCS CTIAM H CCBUTKM Ha (UIITHHTOBBIE CaifThL;

YCTaHOBH HanexubIi napons (PIN) na MoGHABHEIH Tenedon;

Otximoun coxpanenne naposs B Opaysepe;,

He oTkpobsait daitne u APYTHE BIOMKEHHS B LIHCHMaX NaXKe eCTH OHH NPHILAHA OT

TBOMX Apysedt. Jlywiue yrounu y uux, OTIPABIISAIH JIM OHU Te6e 3TH daiinpl,

~ o

Lugpposas penymayus

Hudporas penryrauus - sro HCTATHBHAS WK [IO3HTUBHAS MH(OPMALHI B CETH o Tebe.
Kaemnpomernpyomas HHbOpMaurs pa3meruennas s MHTCPHETE MOXET Cephbe3HbIM 0bpaszom

OTPasHTLCA HA TBOESH peanbHON KU3IHMU. «Iludposas penyraumsy - 310 TBOH HMHIUK, KOTOPBIH
dopmupyercs u3 HHQOpPMaLUK 0 Tebe B HHTEpHeTe,

TBoe mecTo AUTEABCTBY, Y4eObl, TBOE dbuHaHCOROE TIOJIOXKEHME, 0COBEHHOCTH Xapakrepa
H PaCCKasbl 0 OAM3KHUX — Bee 3TO HAKAIJIMBACTCH B CETH.

MHorue noxpocrku nerkomsicnento OTHOCATCA K IyONUKALNY JIHYHON uHpOpManun B
Wureprere, He monnMan BosmosxHix Hocaencreul. Ter game He cmoxems noragarses 0 TOM,
4TO oTorpadus, pasmernennas S et Hasaj, cTajia NpUYMHON OTKa3a MPHHSATH Te6s Ha pabory.

Kommenrapuy, PasMCLICHHEe TBOMX dotorpaduii u APYTHE [NEHCTBMS MOIyT He
HCUC3HYTL [RXKC MOCIIE TOro, Kak Thl ux yhanuiis. Tel He 3Haems, kro COXpaHHuJT 3Ty
MHOOPMALMIO, 1onana iy oua s [IOHCKOBBIC CHCTEMBI W COXPAHMAACH JTH OHa, @ IJIaBHOE: YTo
NoAymMaroT o tebe okpyxaroniee THO/M, KOTOpble HAWAYT M YBMAST 9T0. Haiity HHOOPManHIO
MHOTO JIET CHYCTS cMOXeT Mobol — kak U3 JIOOPBIX NOGYXICHUN, Tak u c HaMepenneMm
TPHIHHHTD BpeA. DTO MOMKET GBITh KTO YTOZHO.

OcHoBHBIE COBeTHI 110 samuTe UMGpoBoil penyranuu:

1. Tlogymaii, mpexzae yem yro-To TyONUKOBaTE M nepenasaTh y cebs B Gnore wmy s

COUHMAIBHON ceTw;
2. B nactpoiixax HPOQHIIA YCTAHOBH OrpaHHYCHUS Ha [IpOCMOTDP TBOETrO NpodHAs U ero
CONEPIKUMOTrO, chenalt ero TombKo «uis Opy3ein,;

3. He pasmemmait u e YKaseiBail uudopmanuio, KOTOpast MOXKeT Koro-jiu6o OCKOPOHIATE
HIIH OOMXKATh,

Asmopcxoe npago

Cospemennble 1Ko IbHHKH— AKTHBHBIE I10JIb30BATENH LHGPOBOro  mpocrpancraa,
Omnaxo naneko ne pee SHAIOT, YTO 110/1b30BAHHE MHOIHMH BOSMOMHOCTAMH Liudposoro MUpa
Tpedyet cobmonenus HPaB Ha HHTE/LICKTYaTbHYIO COGCTREHHOCTS,

Tepmun “HHTCIVICKTYa)IbHasi COOCTBEHHOCTY OTHOCHTCS K Das/M4HBIM TBOpEHMsM
HEMIOBEHECKOTO yMa, HAYHHAS ¢ HOBEIX #300peTeHnit u 3nakos, obosnauaroLmmx cobeTBerHOCTS

Ha MPOMYKTBI M ycayrm , g 3AKAHYHBAY  KHUramy, hoTorpadusmu, KUHOQUIbMaMH y
MY3BIKAIBHBIMU [IPOUIBEASHUAM.



ABTOPCKUE IIpaBa — 3T0 Mpasa Ha WHTE/LICKTYATbHYI0 COGCTBEHHOCTD Ha IIPOH3BeIeHN
HaYKH, TMTEPATYPbl H HOKyccTBA. ABTOPCKME Ipasa BRICTYTIAIOT B KAYECTBE FAPAHTHH TOTO, YTO
MHTEICKTYalIbHBIA/ TBOPYECKHH Tpyn arBTOpa He Oyazer mampacHeiM, nact emy cupasemmupbie
BO3MOKHOCTH 3apaloTaTh Ha Pe3yIBTATAX CBOErO Tpyna, MOTYYHTL M3BECTHOCTH U TIPH3HAHMe,
Huxro 6e3 paspemenns asropa me moxer BOCIIDOH3BOIMTE €I0 TIPOU3BENCHHE, pacnpocTpasaTs,
IyOIIMYHO  eMOHCTPHPOBATS, TIPOAIABATE, HUMIOPTHPOBATE, IYCKATS B IIpOKAT, nyGnaugHo
HCIIONHATE, MOKA3BIBATL/UCTIONHATE B 3bHpe WK pasMelnaTs B UHutepHere.

Henosssosanue «nmparckoroy [IPOrpaMMHOT0 00eCTIeHeH S MOKET IIPHBECTH K MHOIUM
PHCKAM: OT MOTEPH NAHHBIX K TBOMM aKKayHTaM IO 6IIOKMPOBKH TROErO YCTpO#CTBa, rue
YCTAHORNCHHBIA HE Jeranbuas nporpamma. He crout ramke 3a0BIBaTE, uTO CcymecTByer
JIeTabHbIE ¥ OECTIIATHEIE HPOrpaMMbl, KOTOPBIE MOXHO HaliTH B CeTH.

O nopmane

v CereBnuok.pd ~ TBOH rnaBHLI COBETYHMK B ceTH. 31eCh THI MOMelb Y3HaTe ©
besomacHOCTH B ceTH moHNTHBM AOCTYNHBIM A3BIKOM, @ IIPH BOZHUKHOBEHHH KPUTHYECKOH



